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ABSTRACT 

The benefits of crowdsourcing for data science have furthered its 

widespread use over the past decade. Yet fraudulent workers un-

dermine the emerging crowdsourcing economy: requestors face the 

choice of either risking low quality results or having to pay extra 

money for quality safeguards like e.g., gold questions or majority 

voting. Obviously, the more safeguards injected into the workload, 

the lower the risks imposed by fraudulent workers, yet the higher 

the costs are. So, how many of them are really needed? Is there such 

a ‘one size fits all’ number? The aim of this paper is to identify 

custom-tailored numbers of gold questions per worker for manag-

ing the cost/quality balance. Our new method follows real life ex-

periences: the more we know about workers before assigning a task, 

the clearer our belief or disbelief in this worker’s reliability gets. 

Employing probabilistic models, namely Bayesian belief networks 

and certainty factor models, our method creates worker profiles re-

flecting different a-priori belief values, and we prove that the actual 

number of gold questions per worker can indeed be assessed. Our 

evaluation on real-world crowdsourcing datasets demonstrates our 

method's efficiency in saving money while maintaining high qual-

ity results. Moreover, our methods performs well despite the quite 

limited information known about workers in today's platforms. 
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1. INTRODUCTION 
In recent years, several hybrid solutions for augmenting and ex-

tending traditional database capabilities with intelligent human 

steering have been developed. For example: 1) processing queries 

that can’t be adequately answered by database systems [5], such as 

skyline queries [11], top-k and group-by queries [3], [27], and 2) 

dealing with missing information [17]. The benefits for data science 

come as no surprise, since crowdsourcing is relatively cheap, agile, 

and offers an intelligent and global 24/7 online labor pool.  

Yet the anonymity of workers on the platforms and the short-term 

nature of the work contracts also invite fraudulent misuse threaten-

ing to cancel the benefits. In contrast to traditional work places, 

crowdsourcing requestors don’t know much about the workers 

they’re hiring: there is no interview process, no CVs, no personal 

impressions. In the best case for crowdsourcing, platforms offer 

reputation scores from previous work. Unfortunately, it has been 

shown that reputation systems only work for long standing relation-

ships. As an analogy, remember peer-to-peer networks: also here 

reputation systems have been proposed to combat malicious peer 

behavior, see e.g., [1], [8]. But meaningful scores were difficult to 

construct, since reputations suffered from the cold start problem [2] 

and were easy to fake [26]. These problems become even more pro-

nounced in crowdsourcing due to the high attrition rates of workers 

([22] reports about 70%), i.e. relationships tend to be even more 

short-termed than in peer-to-peer systems. Hence, crowdsourcing 

requestors usually favor on-the-run methods to instantly judge 

workers leveraging the limited amount of information provided. 

For the rest of this paper and without loss of generality we will fo-

cus only on gold questions as a quality mechanism, i.e. questions 

whose correct answers are actually known to the requestor and 

where failing to answer a preset number of them indicates fraud. 

Until now the problem of “how many gold questions to use?” has 

no definitive answer [15]. Obviously, there is a cost/quality trade-

off: the more gold questions are used, the better the output’s quality 

will be, yet the higher the costs are. If too many gold questions are 

posed, after a certain number of questions the returned benefit be-

comes minimal and the costs become unjustifiably high. On the 

other hand, if too little gold questions are posed, the returned result 

remains inconclusive in determining the worker’s reliability or 

fraudulence. Moreover, what might be considered excessively 

many gold questions for one worker, might still be too little for 

some other worker. In real life interviewers may for instance dig 

deeper whenever an applicant only has qualifications from non-

prestigious institutions. Similarly, more gold questions should be 

asked to workers who come at a higher risk and vice versa. 

In this paper, we develop a worker-aware ad hoc method that ex-

ploits the limited information known about the short-term hired 

workers. We transform this information into a digital personal im-

pression indicating whether a worker matches the profiles of fraud-

ulent or reliable workers. Profiles of fraudulent workers come at a 

higher risk, and should then be tested more rigorously, where areas 

profiles of reliable workers come at a lower risk, and need only be 

loosely tested. This reasoning of whether a worker matches a fraud-

ulent high risk profile or that of an honest low risk profile is done 

under uncertainty, i.e. it is uncertain how such digital impressions 

of workers in fact relate to their reliability or fraudulence, which 

simultaneously leads to an uncertain representation.  
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Accordingly, for our method’s technical implementation we turn to 

well established approaches for uncertainty management. Namely, 

we investigate the usage of both: 1) probabilistic certainty factor 

models [24] pioneered for uncertain deduction of diagnoses by 

medical expert systems. Basically, the model reflects the relative 

change of belief and/or disbelief in some hypothesis given new ob-

servations, i.e. in our case the relative change in the high/low risk 

associated with a worker. 2) Bayesian Belief Networks, which ex-

press uncertainty through probabilities. Using either of these mod-

els allows to build a system of decision rules, which create digital 

impressions of each worker and what we refer to as enhanced 

worker profiles. These worker profiles do not only encode what is 

known about a worker, but also assess the risks involved with a 

worker by either 1) relative a-priori belief or disbelief measures as 

given by the certainty factor model or 2) probabilities as given by 

the Bayesian belief network. 

The underlying idea is that the higher the belief value or the proba-

bility in a worker’s reliability, the lower the risk, and the less gold 

questions may be used. The higher the disbelief value or the lower 

the probability in a worker’s reliability, the higher the risk, and the 

more gold questions should be used. By personalizing the number 

of questions to be asked based on these enhanced profiles, we can 

then save some money, while maintaining a high level of result 

quality. To realize this underlying idea, we identify the exact num-

ber of gold questions to be asked (the ‘gold par’), by fitting an ex-

ponential distribution of number of questions to be asked on top of 

the values of belief/disbelief and probabilities. We demonstrate the 

applicability of our method on real world crowdsourcing test data 

of 200 workers and compare how well it performs in terms of over-

all result quality, effectiveness of the algorithm, fraud detection’s 

failure rates, and discrimination rates against reliable workers. Our 

contributions can be summarized as follows: 

1. To the best of our knowledge, this is the first anonymized, yet 

worker-aware safeguard method that dynamically adapts the 

number of questions needed to assess the reliability of current 

workers. We compare our work against the rule of thumb for 

the optimal number of gold questions provided in [15].  

2. We provide requestors with a personalized database of en-

hanced worker profiles associated with probabilities and be-

lief/ disbelief values, where these profiles change depending 

on the individual requirements of the different requestors. 

3. We define a method for determining each worker’s gold par, 

that is, a sufficient number of gold questions such that costs 

are controlled, while maintaining high quality results. 

4. We show enhanced worker profiles to be effective even facing 

the limited amount of information about workers available. 

We use only four common attributes: country, crowdsourcing 

channel workers are signed up to, time they initiated the task, 

and a trust value based on the last task as given by platforms. 

2. SAFE GUARDS IN PRACTICE 
Many safeguards for quality issues in crowdsourcing systems have 

been investigated. We identify four families of safeguards:  

Pessimistic safeguards ensure high quality by directly identifying 

fraudulent workers and excluding them. The most common 

approach in this family are gold questions randomly injected into 

the workload. Failing to answer a preset number of these questions 

(whose correct answers are known by the system), declares the 
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corresponding worker as fraudulent, in turn leading to exclusion. 

These safeguards are typically worker-oblivious, i.e. no distinction 

in the underlying testing mechanism is made for different workers. 

A notable exception are skill-adapted gold questions [13] and 

adaptive gold questions [12], which aim at adapting gold questions 

to the underlying skills of workers for a fairer judgement of workers 

in alignment with the vision of impact sourcing. 

Optimistic safeguards ensure high quality by aggregating the 

results of multiple workers on a given task. The best known 

aggregation method here is majority voting. Other weighted aggre-

gation methods in the literature include the expectation maximiza-

tion (EM) algorithm [4], a Bayesian version of the EM algorithm 

[19], and a probabilistic approach in [25]. This family is more 

worker-aware, as it tries to identify the workers’ reliability and may 

distinguish different levels of skills, which can then be incorporated 

as weights in the final step of aggregation.  

Feedback-based safeguards ensure high quality by monitoring the 

history of workers and their outputs’ feedback [7], thus making it 

also a worker-aware family of safeguards. A typical example of 

this family is reputation-based systems, whether based on a reputa-

tion model [10-11], or on deterministic approaches [18].  

Incentive-based safeguards ensure high quality by motivating the 

workers either intrinsically or extrinsically [6]. Intrinsic refers to 

motivations inherent to the task itself, e.g. Zooniverse1. Extrinsic 

refers to external motivations that offer some kind of reward, e.g. 

monetary rewards [9]. 

Our proposed method falls under the pessimistic safeguard family, 

but is a worker-aware method. Moreover, in contrast to the pessi-

mistic safeguards, our method is designed to adapt to each new 

worker, by re-computing the sufficient number of gold questions 

needed to distinguish between reliable and fraudulent workers.  

The most relevant work on adaptive quality control is [15] who in-

vestigate the universal number of gold questions needed. Although 

they concluded that the problem is unlikely to reach a definitive 

answer, their work provides a rule of thumb for the optimal number 

of gold questions to be used: either linearly with or following the 

order of the square root of the total size of the task given to a 

worker. The choice of either rule of thumb depends on the corre-

sponding level of aggregation used: two-stage or joint inference. 

Since this is closest to our work, we designated it as baseline and 

compared our results against the order of the square root scaling 

rule for the optimal number of questions to be used. We compare 

among others the overall number of gold questions needed, overall 

accuracy rate of the gold questions as a safeguard for distinguishing 

between reliable and fraudulent workers (see Section 5). 

3. CREATING WORKER PROFILES 
We can formally define the problem in a concise manner as follows 

Problem Definition – Given a crowdsourcing task 𝑇 comprising 𝑛 

questions, we want to find the minimal number of gold ques-

tions 𝑚, such that 0 < 𝑚 < 𝑛  needed to determine the reliability 

of a given worker 𝑤. A reliable worker is defined as a worker, 

whose accuracy rate on a crowdsourcing task > 0.75  
 

Our method can be divided into three basic steps:  



 

 

1. Creating a system of decision rules: the enhanced worker pro-

files. For building these profiles and their corresponding en-

coding of involved risks, we experiment with two approaches: 

a) Bayesian belief networks, which encode risks with proba-

bilities and b) certainty factor models, which encode risks with 

relative a-priori measures of belief and disbelief. We turned to 

both of these models, as they are well-established approaches 

for uncertainty management. The uncertainty in our problem 

materializes in our attempt to reason whether a new incoming 

worker is reliable or not based on uncertain knowledge.  

2. Identifying the minimum required number of gold questions 

for each enhanced worker profile, the gold par.  

3. Mapping the workers to their corresponding enhanced profile. 

In this section, we focus on the first step of creating enhanced 

worker profiles; Section 4 covers the second and third step. Starting 

with certainty factor models and Bayesian belief networks, we map 

and redefine both models’ parameters to our crowdsourcing setup. 

3.1 The Certainty Factor Model – (CF) 
The probabilistic certainty factor model (CFM) was first developed 

by [23] for MYCIN, a medical expert system employing certainty 

factors (CF) for uncertain deduction within heuristic systems.  

In essence, CFs do not correspond to probabilities, but rather depict 

the relative change of belief and/or disbelief in some hypothesis 𝐻 

given a certain observation 𝐸. The combinations of these Measures 

of Belief 𝑀𝐵(𝐻|𝐸) and Disbelief 𝑀𝐷(𝐻|𝐸) constitutes the CFs. 

These measures are relatives and are not to be confused with prob-

abilities. Nevertheless, their values are normalized to span between 

[0,1], with 1 representing the highest belief or disbelief with respect 

to a certain hypothesis 𝐻, and 0 representing the lowest belief or 

disbelief, again with respect to a certain hypothesis  𝐻. Moreover, 

these measures are individually observed, i.e. for  𝑀𝐵(𝐻|𝐸) = 𝑥 

and 𝑀𝐷(𝐻|𝐸) = 𝑦 ⇏   𝑥 + 𝑦 = 1  

 

Definition 1- 𝐌𝐁, 𝐌𝐃 and CF 

Given an observation 𝐸 and a Hypothesis 𝐻, we can compute 

the 𝑀𝐵(𝐻|𝐸), 𝑀𝐷(𝐻|𝐸), and the 𝐶𝐹(𝐻|𝐸) 
 

𝑀𝐵(𝐻|𝐸) =  {

𝑚𝑎𝑥[𝑃(𝐻|𝐸),𝑃(𝐻)] − 𝑃(𝐻) 

1 − 𝑃(𝐻)
, 𝑖𝑓 𝑃(𝐻) ≠ 1

1                                                 , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

 

𝑀𝐷(𝐻|𝐸) =  {

𝑃(𝐻) −𝑚𝑖𝑛[𝑃(𝐻|𝐸),𝑃(𝐻)] 

𝑃(𝐻)
, 𝑖𝑓 𝑃(𝐻) ≠ 0

1                                                 , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

 

𝐶𝐹(𝐻|𝐸) = 𝑀𝐵(𝐻|𝐸) − 𝑀𝐷(𝐻|𝐸) 
 

In other words, 𝐶𝐹(𝐻|𝐸) can also be formulated as follows: 

𝐶𝐹(𝐻|𝐸) =  

{
 
 

 
 𝑃(𝐻|𝐸) − 𝑃(𝐻) 

1 − 𝑃(𝐻)
, 𝑖𝑓 𝑃(𝐻|𝐸) ≥ 𝑃(𝐻), 𝑃(𝐻) ≠ 1

𝑃(𝐻|𝐸) − 𝑃(𝐻) 

𝑃(𝐻)
, 𝑖𝑓 𝑃(𝐻) ≥ 𝑃(𝐻|𝐸), 𝑃(𝐻) ≠ 0

 

 

The CF rules’ value span between [-1.0, 1.0]. Subsequently we dis-

tinguish two types of rules: 1) Confirming CF rules: are those hav-

ing a high measure of belief, i.e. positive certainty factor 

value 𝐶𝐹(𝐻|𝐸) ≥ 0 , 2) Disconfirming CF rules: are those having 

a high measure of disbelief, i.e. negative certainty factor value 

𝐶𝐹(𝐻|𝐸) < 0.  

Given a set of CF rules, new rules/deductions can be automatically 

drawn: 1) chaining and 2) parallel combination. The latter is of par-

ticular interest: it consolidates different observations leading to the 

same hypothesis. This allow us to create more complex CF rules, 

which combine several independent observations. Parallel combi-

nation can be efficiently computed from the rules directly, that is, 

there is no need to go back to the data for computations. 

Definition 2- Deduction by Parallel Combination:  

Given two CF rules: 𝐶𝐹𝐸1(𝐻) and 𝐶𝐹𝐸2(𝐻), where two observa-

tions 𝐸1 and 𝐸2 lead to the same Hypothesis 𝐻. 
A new 𝐶𝐹𝐸1𝐸2(𝐻) can be deduced by parallel combination as fol-

lows: 

𝐶𝐹𝐸1𝐸2(𝐻) =  

{
 

 
𝑥 +  𝑦 − 𝑥 ∗  𝑦,   𝑓𝑜𝑟 𝑥 ≥ 0, 𝑦 ≥ 0 
𝑥 +  𝑦 + 𝑥 ∗  𝑦,   𝑓𝑜𝑟 𝑥 ≤ 0, 𝑦 ≤ 0
𝑥 + 𝑦

1 −𝑚𝑖𝑛(|𝑥|, |𝑦|)
,   𝑓𝑜𝑟 − 1 < 𝑥 ∗ 𝑦 < 0

 

                           , where 𝑥 =  𝐶𝐹𝐸1(𝐻) and 𝑦 =  𝐶𝐹𝐸2(𝐻). 

 

In case of combining more than two CF rules with different obser-

vations, the above definition applies by taking the result of the first 

two combined CF rules and designating it as 𝑥 when combining it 

with the next CF rule and so on [16].  

3.2 Bayesian Belief Network – (BN) 
Bayes nets belong to the family of probabilities graphic models and 

are used to represent/infer knowledge about an uncertain domain 

[19-20]. Rather similar to our crowdsourcing problem, Bayes nets 

have been applied to the target recognition problems, where tran-

sponders should be identified as Friend or Foe [10].  

Bayes nets encode a directed acyclic graph 𝐺. The directed property 

of the graph complies with our problem, since our underlying idea 

is that observing certain attributes of the workers lead to a certain 

belief value in the reliability of a worker. Accordingly, this directed 

relationship from the observations to the hypothesis can be repre-

sented in Bayes Nets with a directed graph .  

Formally, Bayes nets 𝐵 is given by the pair 𝐵 = 〈𝐺, 𝜃〉. The graph 

𝐺 is made up of set of random Variables 𝑉 , depicted by 𝑛 nodes 

𝑥1, 𝑥2, … , 𝑥𝑛, and directed edges 𝐸: ⃗⃗⃗⃗⃗⃗ 𝑥𝑖 → 𝑥𝑗. The underlying se-

mantics of Bayes nets, namely, the local markov property defines 

an ordering of the nodes such that only the nodes indexed lower 

than 𝑖 can have a directed path to 𝑥𝑖. The nodes are the worker’s 

observations and the hypothesis to be inferred, i.e. the reliability of 

the worker. There are different types of nodes: Root, Parent and 

Child nodes. The edges  𝐸⃗⃗  ⃗ represent the probabilistic dependency 

between the nodes. For discrete variables, the relationship between 

them is given by the conditional probability distribution. The sec-

ond parameter  𝜃 depicts the full joint distribution as follows: 

Definition 3- Full Joint distribution of BN: 

The full joint distribution for a Bayes nets 𝐵 having 

𝑛 nodes 𝑥1, 𝑥2, … , 𝑥𝑛 ,  can defined by the product of the local con-

ditional distributions 

𝑃(𝑥1, 𝑥2, … , 𝑥𝑛) =∏ 𝑃(𝑥𝑖|𝑃𝑎𝑟𝑒𝑛𝑡𝑠(𝑥𝑖)
1≤𝑖≤𝑛

)  

 

There are two types of reasoning: Predictive support and diagnostic 

support. Predictive support is a top-down reasoning starting from 

the parents’ node to the child node, while diagnostic reasoning is a 

bottom-up reasoning starting from the child node. Since our aim is 



 

 

to infer whether a worker is reliable, i.e. inferring the child node/hy-

pothesis, we follow the predictive support inference (see Definition 

4). In our crowdsourcing setup, the random variables 𝑉 are the 

workers’ observations and are depicted by the parent nodes. The 

parent nodes in our case also happen to be the root nodes, since they 

have no predecessor nodes, while the hypothesis is the child node. 

Each root node has a prior probability distribution.  

Definition 4- Inferencing in BN: 

We can infer the strength of our hypothesis 𝐻 having seen a 

worker’s observation 𝐸 using the Bayes nets conditional probabil-

ity formula  

𝑃(𝑐ℎ𝑖𝑙𝑑|𝑝𝑎𝑟𝑒𝑛𝑡) =
𝑃(𝑐ℎ𝑖𝑙𝑑, 𝑝𝑎𝑟𝑒𝑛𝑡)

𝑃(𝑝𝑎𝑟𝑒𝑛𝑡)
 

i.e. 

𝑃(𝐻|𝐸) =
𝑃(𝐻, 𝐸)

𝑃(𝐸)
 

3.3 Formulating the Hypothesis: 𝑯 
For our crowdsourcing setup, the hypothesis is always the same. 

Namely, given a pool of workers 𝑊, a worker 𝑤 ∈ 𝑊 is a reliable 

worker. It follows then that workers fitting low risk profiles (i.e. 

profiles with a positive CF value, where 𝑀𝐵(𝐻|𝐸) >  𝑀𝐷(𝐻|𝐸) 
or profiles with P (H|E) >= 0.5) come at lower risk, while those 

fitting high risk profiles (i.e. profiles with a negative CF value, 

where 𝑀𝐵(𝐻|𝐸) <  𝑀𝐷(𝐻|𝐸) or profiles with P (H|E) < 0.5) come 

at higher risk (more on how to map a worker to a worker profile is 

explained in Section 4.2). But the question of how to define such a 

reliable worker instantly arises. The difficulty of this question lies 

within the scarcity of the data the requestor has on a particular 

worker, who is more often than not, a new worker. Currently, the 

only ad hoc quantitative metric available to the requestors is the 

accuracy rate of a worker on the gold questions. 

In general, we seek workers whose overall accuracy rate is higher 

than 75%. An initial correlation investigation between the accuracy 

rate on the gold questions and the overall accuracy rate on the 

whole task shows, as expected, a high positive correlation of 0.7 

(see Figure 1). Outliers can also be observed, which is attributed to: 

1) strategic spammer schemes, where they always submit the fre-

quent answer label, 2) inherently small crowdsourcing tasks, e.g. 5 

tasks and 1 gold question. We ran this experiment on real 

crowdsourcing datasets comprised of 1006 workers, with 40% gold 

questions (see Section 5.1). 

Accordingly, we generally define the hypothesis that a worker is 

reliable, if he/she attains at least 75% accuracy rate on the gold 

questions. Eventually however, workers fitting low risk profiles are 

assigned lesser gold questions, while workers fitting high risk pro-

files are assigned more gold questions. Consequently, we vary the 

expected quality thresholds such that workers fitting the discon-

firming profile with the lowest value i.e. 𝐶𝐹(𝐻|𝐸)  →  −1.0 or P 

(H|E) = 0, should attain at least 75% quality rate, while workers 

fitting profiles with higher values should attain higher quality rates. 

The idea is to decrease the discrimination rate against workers fit-

ting high risk profiles, while still maintaining the threshold quality. 

On the other hand, workers fitting low risk profiles should prove 

their reliability even more so by scoring higher quality thresholds. 

Thus, we uniformly fit the quality thresholds to be attained on the 

belief/disbelief values and probabilities, such that the thresholds 

range between 75% - 100%, where the high risk worker profile: 
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𝐶𝐹(𝐻|𝐸)  →  −1.0 or P (H|E) = 0 should attain at least 75% accu-

racy rate on gold questions to be considered reliable, while the low 

risk worker profile: 𝐶𝐹(𝐻|𝐸)  →  1.0 or P (H|E) = 1 should attain 

a perfect 100% accuracy rate to be considered reliable. In practice, 

such a perfect profile doesn’t exist.  

3.4 Formulating the Observations: 𝑬 
Observations capture the limited information we know about work-

ers. Of course, all attributes available in crowdsourcing platforms 

can and should be exploited for best discrimination accuracy. As 

all crowdsourcing tasks were run on the CrowdFlower2 platform 

(see Section 5.2), below we list the publicly available attributes of-

fered by CrowdFlower. For each attribute we also investigated its 

domain to find out which of its instances should be considered as 

an observation. An attribute’s instance is a valid observation if it is 

frequent, since both 𝐶𝐹 rules and the Bayesian conditional proba-

bilities becomes unreliable if based on sparse observations. 

1. Channel: There are 30 different crowdsourcing channels, from 

which workers are hired. Only 8 channels, however, are dom-

inating our labor quota, leaving 22 channels providing only 

around 4.3% of the total workforce (see Figure 2). Accord-

ingly, we only use the top 8 channels as observations, which 

constitute 95.6% of the data. 

2. Country: In total, we have workers from 75 different coun-

tries. Figure 3 shows a clear Zipfian distribution, with 85% of 

workers coming from only 24 countries. We limit our obser-

vation to these 24 countries ignoring the distribution’s tail. 

3. Started_at: this attribute marks the time (GMT) at which a 

worker started working. On its own, this attribute wouldn’t 

make much sense, but rather in combination with the country, 

since it would indicate whether working in the morning, even-

ing or night is more reliable. As seen in Figure 4, about 88.7% 

of the workers worked between 08 am -18pm.  We used these 

hours for our observations. 

4. City: the city attribute proved too sparse, as it is only available 

for 71% of the workers (i.e. 716 workers). Moreover, it exhib-

ited an extremely long-tailed distribution of 462 cities. The 

head of the distribution on the other hand had two cities: Ca-

racas and Belgrade, comprising 7% of the workers. Accord-

ingly, we chose to disregard the city attribute all together as a 

discriminating observation.  

 

Figure 1. Correlation between workers’ gold question’s 

accuracy and overall accuracy rate 
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5. Trust: the trust attribute ranges between 0.0 and 1.0 and is 

computed by the platform based on the last task a worker per-

formed. For this attribute, all values proved sensible to be 

taken as observations. We aggregated the values by grouping 

them into intervals of 0.1, thus yielding 10 values of trust.  

Over all, our models’ observations comprise 8 channels, 8 different 

hours to work within, 24 countries and 10 levels of trust. 

4. TOWARDS THE GOLD PAR 
After computing the enhanced worker profiles, the next step is to 

determine how many gold questions are sufficient per profile, de-

pending on the profiles’ encoded risk. 

4.1 Mapping Profiles to the Gold Par 
Following our notion that low risk workers should be asked lesser 

gold questions than high risk workers, both the uniform and the ex-

ponential distribution could mimic this notion when fitted on top of 

the enhanced worker profiles, such that at the worst case scenario, 

e.g.𝐶𝐹(𝐻|𝐸)  →  −1.0, 50% gold questions should be asked, and 

at the best case scenario, e.g. 𝐶𝐹(𝐻|𝐸)  →  1.0,  only 1 gold ques-

tion needs to be asked. Note that such a perfect profile doesn’t exist 

in practice. The exponential distribution however has a lower dis-

crimination rate than the uniform distribution, since low risk work-

ers are given more gold questions, thus more chances, to break 

away from their high risk profile. Moreover, the exponential distri-

bution also takes into account, that gold questions could be imbal-

anced and that some of them might be more difficult .i.e. honest 

workers fitting high risk profiles might end up getting the short end 

of the stick. Whereas, workers fitting low risk profiles get exponen-

tially lesser questions, which also decreases the overall costs of uti-

lizing safeguards.  

Experimenting with various exponential distributions having dif-

ferent rate parameters yielded the best results with the exponential 

distribution ℱ(𝑥, 𝜆) = 𝜆𝑒−𝑥𝜆 , where 𝜆 = 2 (see Figure 5).  As dis-

cussed in Section in 3.3, although workers fitting low risk profiles 

get lesser number of gold questions, they are expected to score 

higher accuracy rates. This is similar to real world situations, where 

workers compete with front runners in their field.  

4.2 Mapping Workers to their Profile 
After computing the enhanced worker profiles for all the different 

observations and for all the different combination of observations, 

these profiles could be stored in a database, against which new in-

coming workers can be mapped to. The mapping of a new worker 

to a profile is based on the matching of observations. Since we com-

bine observations to create more complex profiles, a worker may 

fit multiple profiles which could be low risk or high risk. There are 

multiple strategies here to choose which profile to use: 

- Optimistic mapping, where the worker is mapped to the en-

hanced worker profile with the highest belief value or proba-

bility. Here, workers are given the benefit of the doubt, and 

they are assigned lesser gold questions. 

- Pessimistic mapping, where the worker is mapped to the en-

hanced worker profile with the highest disbelief value or low-

est probability. Here, a more skeptical approach is taken and 

the workers are subject to more gold questions. 

In our evaluation section, we tested both the optimistic and pessi-

mistic mapping. As to be expected, the pessimistic mapping is more 

expensive, since more safeguards are used. 

 

Figure 2. Channel attribute domain analysis  

 

Figure 3. Country attribute domain analysis 

 

Figure 4. Started_at attribute domain analysis 

 

Figure 5. Exponentially Fitting the Gold Par to the en-

hanced worker profiles 
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5. EVALUATION 
We now demonstrate the applicability/efficiency of our method in 

saving costly safeguards while maintaining high quality in real 

crowdsourcing tasks. We compare our method against the baseline 

in [15], to which we refer henceforth as the ‘Optimal K’ method. 

5.1 Data and Crowdsourcing tasks’ Overview 
For six different datasets we designed a crowdsourcing task and 

posted a total of 25 jobs on the CrowdFlower crowdsourcing plat-

form. We chose quite a heterogeneous set of crowdsourcing tasks 

to generate a more universal set of enhanced worker profiles:  

1. Sharpness Image dataset, comprising 192 in-house high qual-

ity images. In total 6 jobs were submitted to the crowd, each 

job had 48 questions. The crowd was given 5 versions of the 

same picture and were asked to order them according to their 

level of sharpness. A total of 184 workers were hired.  

2. Definition dataset, crawled from the verbal practice questions 

section of the Graduate Record Examination (GRE) dataset3 

2015. 176 questions were assigned to 70 workers over 5 jobs. 

The crowd was given multiple-choice questions, where correct 

corresponding definitions of words had to be chosen. 

3. Cars dataset, crawled from Heise.de4 in 2011. 125 questions 

were assigned to 87 workers over 7 jobs. The crowd was asked 

to look up missing data for a particular car model. 

4. The open source “Image descriptions” dataset5, comprising 

225,000 tuples. 1,320 questions were assigned to 482 workers 

over 3 jobs. The workers were shown a large variety of images 

with a corresponding word. Their task was to identify whether 

the word matched and described the image.  

5. The open “Semantic relationships between two concepts” da-

taset4, comprising 3,536 tuples. 50 questions were assigned to 

39 workers over 1 job. Workers were asked to judge whether 

the semantic equivalence in sentences was correct or not. 

6. The open source “Decide whether two English sentences are 

related” dataset4, comprising 555 tuples. A total of 730 ques-

tions were assigned to 404 workers over 3 jobs. Given two 

sentences: a fact and a deduction sentence, the workers had to 

judge if the deduction sentence were true.  

Throughout the 25 jobs we ran, a total of 1,266 workers were hired. 

Yet while processing the workers’ data, we found that about 35% 

(i.e. 445) of workers had worked in more than one job. After re-

moving duplicate workers by merging their data, we ended up with 

1,006 workers. For evaluation, we split our database of workers into 

two datasets: A training dataset was used to create the enhanced 

worker profiles (806 workers), and a test dataset of 200 workers 

was used for evaluation. For the test dataset, we created 5 datasets 

with different percentages of spammers and reliable workers in or-

der to observe their impact on the overall accuracy of our method: 

- Spammers75 (S75): 75:25 ratio of spammers/rel. workers.  

- Spammers66 (S66): 66:34 ratio of spammers/rel. workers.  

- Balanced (B), 50:50 ratio of spammers/reliable workers. 

- Reliable66 (R66): 34:66 ratio of spammers/reliable workers. 

- Reliable75 (R75): 25:75 ratio of spammers/reliable workers. 

                                                                 
3 http://www.graduateshotline.com/ 

4 http://www.heise.de/autos/neuwagenkatalog 

5.2 Populating the worker profiles database 
To generate the set of enhanced worker profiles, we used the train-

ing dataset comprising 806 workers and used the following attrib-

utes as observations: Channel, Country, Started_at, and Trust.  

5.2.1 CFM-generated enhanced worker profiles 
In total, 16,199 enhanced worker profiles of different granularities 

were generated. Namely, 47 single observation profiles (in total we 

had 50 different observations, but for three trust values, no profiles 

were generated since the values never occurred given the hypothe-

sis). Moreover, parallel combinations generated the following com-

bined-observation profiles: 728 2-Set Observation profiles, 4,672 

3-Set observation profiles, and 10,752 4-Set observation profiles.  

Single-Observation Profiles: Figures 6–9 plot CF values for sin-

gle observation profiles. In figure 6, highest quality work tends to 

be done around 12 GMT, i.e. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|12) →  0.35. 

Further analysis uncovered that this work was mostly done by Ger-

man workers, probably during lunch breaks. In Figure 7, workers 

hired from Amazon Mechanical Turk seem more reliable than those 

from gifthunterclub: 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑔𝑖𝑓𝑡ℎ𝑢𝑛𝑡𝑒𝑟𝑐𝑙𝑢𝑏) →
 −0.27 vs. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝐴𝑀𝑇) →  0.6. German workers 

show a high confirming profile: 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝐺𝐸𝑅)  →
 0.58, where workers from Pakistan have the lowest disconfirming 

profile: 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑃𝐴𝐾)  →  −0.77 (Figure 8). Lastly, 

in figure 9 it comes as no surprise that workers with highest trust 

value 1.0 show confirming profiles: 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|1.0) →
 0.5, while those having the lowest trust value of 0.4 have highest 

disconfirming profiles: 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|0.4) →  −0.65. 

Combined-Observation Profiles: Below we show the top gener-

ated confirming/disconfirming 3-Set and 4-set observation profiles. 

The hours encoded in the rules for the Started_at attribute have been 

converted from GMT to the local time of the corresponding country 

within the same profile. For profiles without a corresponding coun-

try, the time is indicated in GMT format. The decimal numbers are 

trust values, the whole numbers refer to Started_at observations.  

 

Top Ten Confirming 3-SET Observation Profiles: 
1.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡, 𝐷𝐸𝑈, 1.0) → 0.921  
2.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑖𝑛𝑠𝑡𝑎𝑔𝑐, 𝐷𝐸𝑈, 1.0) → 0.899 

3.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡,𝐷𝐸𝑈, 16) → 0.896 

4.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡, 14,1.0) → 0.876 

5.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡,𝐷𝐸𝑈, 0.9) → 0.873 

6.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝐷𝐸𝑈, 16,1.0) → 0.869 

7.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑖𝑛𝑠𝑡𝑎𝑔𝑐, 𝐷𝐸𝑈, 16) → 0.868 

8.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡, 𝐺𝐵𝑅, 1.0) → 0.864 

9.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡,𝐷𝐸𝑈, 0.8) → 0.858 

10.𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡, 𝐼𝑇𝐴, 1.0) → 0.856 

 

Top Ten Disconfirming 3-SET Observation Profiles: 
1. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑃𝐴𝐾, 16,0.4) → −0.943  
2. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑃𝐴𝐾, 19,0.4)  → −0.942 

3. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑔𝑖𝑓𝑡ℎ𝑢𝑛𝑡𝑒𝑟, 𝑃𝐴𝐾, 0.4) → − 0.941 

4. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑛𝑒𝑜𝑑𝑒𝑣, 𝑃𝐴𝐾, 0.4)  → − 0.935 

5. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑃𝐴𝐾, 15,0.4) → −0.935 

6. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑐𝑙𝑖𝑥𝑠𝑒𝑛𝑠𝑒, 𝑃𝐴𝐾, 0.4)  → −0.928 

7. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑒𝑙𝑖𝑡𝑒, 𝑃𝐴𝐾, 0.4) → −0.928 

5 http://dbgroup.cs.tsinghua.edu.cn/ligl/crowddata/ 

 



 

 

8. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑃𝐴𝐾, 13,0.4) → −0.925 

9. 𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑃𝐴𝐾, 18,0.4) → −0.92 

10.𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑃𝐴𝐾, 21,0.4)  → −0.892 

 

Top Ten Confirming 4-SET Observation Profiles: 
1.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡, 𝐷𝐸𝑈, 14, 1.0) → 0.949  
2.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑖𝑛𝑠𝑡𝑎𝑔𝑐, 𝐷𝐸𝑈, 14, 1.0) → 0.935 

3.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡,𝐷𝐸𝑈, 15, 1.0) → 0.929 

4.  𝐶 𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡, 𝐷𝐸𝑈, 16, 1.0) → 0.923 

5.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡,𝐷𝐸𝑈, 12, 0.9) → 0.918 

6.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑃𝑟𝑜𝑑𝑒𝑔𝑒, 𝐷𝐸𝑈, 12, 1.0) → 0.918 

7.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡, 𝐺𝐵𝑅, 12, 1.0) → 0.9123 

8.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑖𝑛𝑠𝑡𝑎𝑔𝑐, 𝐷𝐸𝑈, 15, 1.0) → 0.910 

9.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡,𝐷𝐸𝑈, 12, 0.8) → 0.908 

10.𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑎𝑚𝑡, 𝐼𝑇𝐴, 12, 1.0) → 0.907 

 

Top Ten Disconfirming 4-SET Observation Profiles: 
1.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑔𝑖𝑓𝑡ℎ𝑢𝑛𝑡𝑒𝑟, 𝑃𝐴𝐾, 16, 0.4) → − 0.959  
2.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑔𝑖𝑓𝑡ℎ𝑢𝑛𝑡𝑒𝑟, 𝑃𝐴𝐾, 19, 0.4) → − 0.958 

3.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑛𝑒𝑜𝑑𝑒𝑣, 𝑃𝐴𝐾, 16, 0.4) → − 0.955 

4.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑛𝑒𝑜𝑑𝑒𝑣, 𝑃𝐴𝐾, 19, 0.4) → − 0.954 

5.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑔𝑖𝑓𝑡ℎ𝑢𝑛𝑡𝑒𝑟, 𝑃𝐴𝐾, 15, 0.4) → − 0.953 

6.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑐𝑙𝑖𝑥𝑠𝑒𝑛𝑠𝑒, 𝑃𝐴𝐾, 16, 0.4) → −  0.95 

7.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑒𝑙𝑖𝑡𝑒, 𝑃𝐴𝐾, 16, 0.4) → − 0.95 

8.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑐𝑙𝑖𝑥𝑠𝑒𝑛𝑠𝑒, 𝑃𝐴𝐾, 19, 0.4) →  − 0.949 

9.  𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑒𝑙𝑖𝑡𝑒, 𝑃𝐴𝐾, 19, 0.4) → −  0.949 

10.𝐶𝐹(𝑟𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝑤𝑜𝑟𝑘𝑒𝑟|𝑛𝑒𝑜𝑑𝑒𝑣, 𝑃𝐴𝐾, 15, 0.4) → −  0.948 

 

The combined-observation profiles show similar insights to the sin-

gle-observation profiles: Work done at 12 GMT by German work-

ers showing trust values higher than 0.8 and hired from the AMT 

channel, have high belief values in the hypothesis: a low risk pro-

file. In contrast, work done at 11 GMT by Pakistani workers show-

ing trust values lower than 0.7 and hired from the gifthunterclub 

channel, tend to have high disbelief values, a high-risk profile. 

5.2.2 BN-generated enhanced worker profiles 
In total, 1,454 enhanced worker profiles of different granularities 

were generated, in particular 47 single observation profiles. For the 

Bayesian belief network, these single observation profiles are noth-

ing but prior distributions, i.e. world probabilities that need to be 

estimated. For the country attribute, we turned to the population 

statistics of the world6 to estimate the countries’ prior estimations. 

The other priors proved difficult to estimate from the data we had. 

This is one of BN’s drawbacks: biases in estimations may easily be 

introduced. Moreover, unlike CFM’s computation of more compli-

cated profiles by parallel combination, BN repeatedly needs to scan 

the data for generating these profiles. The following combined-ob-

servation profiles were deduced: 1169 2-Set Observation profiles, 

213 3-Set observation profiles, and 25 4-Set observation profiles. 

Compared to the CF database of profiles, the BN database is sig-

nificantly smaller. This comes as no surprise, since BN computes 

conditional probabilities based on actual occurrences of combined-

observation: unseen combined-observations are not generated. 

In Figure 10, we show an actual snippet of our constructed belief 

network. Single-observation profiles for the BN are basically prior 

                                                                 
6 http://www.worldometers.info/world-population/population-by-

country/ 

 

Figure 6.  Single Started_at CF Rules 

 
Figure 7. Single Channel CF Rules 

 

Figure 8.  Single Country CF Rules 

 
Figure 9. Single Trust CF Rules 
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probabilities. For the country observation, we easily computed it 

based on real world data, with P (DEU) = 0.011. Other priors were 

difficult to get and were accordingly estimated from the underlying 

dataset. The combined-observation profiles for the BN are on the 

other hand simple conditional probabilities (see Definition 4).  

5.3 Evaluating the Gold Par 
Using our test dataset of 200 workers for evaluation, the relatively 

small database of enhanced worker profiles on average profiled 

96.5% of new incoming workers (i.e. 193 workers fit at least one 

of the enhanced worker profiles) when using the CF database, and 

94% of new incoming workers (i.e. 188 workers) when using BN. 

Next, we evaluate our method with both types of profile mapping 

(optimistic and pessimistic) and compare it against optimal k (see 

Section 2), in terms of overall quality, effectiveness of the algo-

rithm, number of gold questions used, i.e. incurred costs, fraud de-

tection failure rates, and discrimination against reliable workers. 

5.3.1 Method’s Effectiveness & the Gold Par 
We evaluate two trading-off parameters: 1) the method’s effective-

ness, that is, how effective the method is in including reliable work-

ers, while simultaneously removing spammers. 2) The gold par per-

centage, that is the overall percentage of gold questions posed in 

the crowdsourcing task. The more questions are posed, the more 

information the method gets, which directs it to the correct deci-

sion. Nevertheless, more gold questions, incur higher costs .e.g.  

BN- pessimistic method is overall the most effective (90.04%), yet 

comes at the highest cost of gold questions usage (19.31%). 

In general, all methods seem to be more effective on datasets with 

higher spammers’ percentage, with effectiveness values decreasing 

as more reliable workers are present (see Figure 11(a)) i.e. the dis-

crimination rate against reliable workers is high, as can be seen in 

Figure 11(d). However, our CF-based and BN-based methods, 

whether utilizing the pessimistic or optimistic mapping, are more 

effective with datasets having higher spammers’ percentage: S75 

and S66, while optimal k seems more effective with datasets includ-

ing more reliable workers: R66 and R75 (see Figure 11(a)). This 

implies that our method can reliably detect spammers, while opti-

mal k is better at detecting reliable workers. Whereas the pessimis-

tic methods have the highest percentage of gold par cost, and thus 

the highest cost. The CF-based optimistic method seem to score the 

trade-off balance by having the lowest percentage of gold par, and 

thus the lowest cost (see Figure 11 (a)), while still being as effective 

as Optimal K for S75, S66 and B datasets. For our test dataset, we 

have a total of 6631 tasks. If we for instance compute 5 cents per 

question, then on average for the CF-based optimistic method, 

10.8% gold par costs around 36$, while optimal k costs 42.5$ at 

12.8% gold questions. This means a cost reduction of about 18%. 

More gold questions should be asked in datasets having higher lev-

els of spammers, since more workers will be mapped to high-risk 

profiles, which consequently leads to a higher percentage of gold 

par usage. Surprisingly, we experienced a relatively similar per-

centage of gold par regardless of the composition of the dataset. 

Looking into the data, we attribute that to the inherent size of our 

tasks, i.e. most are relatively small (~20 questions per job).  

5.3.2 Failure Rate 
Next, we evaluated the failure rate of the methods in overseeing 

spammers and letting them through to work on the tasks (i.e. the 

False Positives). The lower the failure rate the better. Figure 11(c), 

supports the previous results, where optimal k has the worst failure 

rate. Naturally, the failure rate is more pronounced in S75 and S66 

and becomes less noticeable in R66 and R75 due to their inherent 

nature of having lesser spammers. On the other hand our methods 

have lower failure rates, which again adheres to their effectivity 

when handling datasets with high percentages of spammers e.g. for 

dataset S66, the following failure rates were experienced:  Optimal 

K had 24.69%, CF-based methods had on average 16.3%, and BN-

based methods had on average 5% failure rate. Here the BN-based 

methods have lower failure rates than the CF-based methods, since 

they utilize more gold questions and are thus more informed.  

5.3.3 Reliable Worker Pool and Discrimination Rate 
After looking at failure rates, we test the second parameter impact-

ing the methods’ effectiveness: discrimination rates against reliable 

workers (i.e. the False Negatives). The lower the discrimination 

rate, the better. Optimal k shows lowest discrimination rates. Natu-

rally, this becomes more pronounced for the R66 and R75 datasets 

and is alike for all the other methods. The CF-based and BN-based 

optimistic methods are slightly more discriminating than their pes-

simistic counterparts, which would indicate, that perhaps the small 

number of gold questions that were given to the reliable workers 

might have been inherently difficult. This is also attributed to the 

inherent design of our methods, which enforces a higher quality 

threshold on workers with low-risk profiles. Looking at the overall 

actual number of reliable workers hired from the available pool (see 

Figure 11 (e)), backs up the discrimination rates in Figure 11(d). 

5.3.4 Overall Resulting Quality 
Regardless of the discrimination rates, or the effectiveness of the 

method, for a requestor or a data scientist, the ultimate quality 

measure for any safeguard is the resulting quality plus the costs it 

incurs. We can see that throughout our experiments that indeed all 

the methods achieved about the same quality level as illustrated in 

Figure 11(f); although it came as a pleasant surprise that despite 

needing less gold questions the CF-based optimistic method in fact 

achieves even slightly better quality levels. For example for dataset: 

B, the CF-based pessimistic method achieves 90%, the CF-based 

optimistic method achieved 89%, while optimal k achieves only 

87% quality rate. Measuring the standard error for the overall re-

sulting quality yielded a very small rate of 0.0007. Posing 

crowdsourcing tasks of bigger size might reflect savings in gold 

questions even better, yet most of our crowdsourcing tasks had only 

20 questions (thus 5% gold questions vs. 10% gold questions 

amounts to only 1 more gold question to be used).  

 

Hypothesis
<Worker is Reliable>

H

Channel
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Country
<DEU>

Started At
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T F
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T F 0.74 0.26

F T 0.7 0.3
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T T T 0.57 0.43

T F F 0.7 0.3
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Figure 10. A snippet of the Constructed Belief Network 



 

 

6. CONCLUSION AND OUTLOOK 
Data science has a lot to gain from crowdsourcing applications like 

exploration, data completion, or complex analysis, if the result 

quality is high. However, designing effective safeguards to combat 

fraudulent misuse remains an open problem on crowdsourcing plat-

forms. Of course, in return for investing money data scientists right-

fully expect high quality. Thus, managing the quality/cost-tradeoff 

needs to find the minimal, yet sufficient number of safeguards. 

We designed a method for using individualized numbers of gold 

questions that leverages the limited amount of information known 

about short-term hired anonymous workers. Surprisingly, with as 

little as 4 publicly available attributes, we were already able to cre-

ate meaningful enhanced worker profiles. The generated enhanced 

profiles encode the risk associated with each worker regarding a 

certain task by exposing relative a-priori belief /disbelief measures 

or probabilities. In a nutshell, the higher the belief value or proba-

bility of a worker’s reliability, the lower the risk, and the lesser the 

number of gold questions to be used. And the higher the disbelief 

value or the lower the probability of a worker’s reliability, the 

higher the risk, and the more gold questions need to be used. We 

fitted an exponential distribution of number of gold questions to use 

on top of these belief/disbelief values and probabilities, such that 

new workers fitting some high-risk profile should be asked more 

gold questions than new workers fitting a low-risk profile. 

For generating this profile database we experimented with certainty 

factor models and Bayesian belief networks. Interestingly, the 

Bayesian belief network did not outperform simple certainty fac-

tors. This might be caused by the inherently small amount of train-

ing data, in addition to biases introduced while estimating priors. 

In our evaluation, we illustrated the applicability of our method on 

practical crowdsourcing tasks and demonstrated its potential in sav-

ing money while maintaining high quality results. We tested our 

method against 5 different datasets with different compositions of 

spammers and reliable workers. Our method works best when there 

are more spammers, and always achieved at least comparable qual-

ity results to the ‘optimal k’ baseline. Moreover, our CF-based op-

timistic method achieved higher quality rates at a lower number of 

gold questions: only 12.8% gold questions were used in contrast to 

  

(a) % of correctly identified reliable workers & spammers            (b) Percentage of Gold Par utilized               

   

(c) Failure rates in detecting Spammers      (d) Discrimination rates against reliable workers        

 

(e) % of workers hired from the reliable worker pool           (f) Overall quality of the results 
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Figure 11. Evaluating Optimal k vs. CF-based/ BN-based (Pessimistic and Optimistic) methods on S75, S66, B, R66, and R75 



 

 

14.8% with optimal k (i.e. about 18% cost reduction). We anticipate 

that further analysis on different attributes would augment our en-

hanced worker profiles and that bigger underlying crowdsourcing 

tasks would reflect even more profound savings in gold questions. 

In summary, in this paper our profiles database was derived from a 

heterogeneous set of crowdsourcing tasks, which however yielded 

a meaningful and rather universal set of enhanced worker profiles. 

In contrast, data scientists with more homogenous tasks (i.e. simi-

lar, often repeated tasks) might benefit from a profile database de-

signed for their specific type of task. Such task-personalization is 

actually easy with the certainty factor model, and dynamically 

adapts to different scientists’ needs. Thus, data scientists may start 

with universal profiles and continuously refine them as they post 

more and more tasks. And what is more, different specialized data-

bases of profiles serving different commonly used types of tasks 

could already be made available by the crowdsourcing platforms as 

a service to their various requestors. In future work we plan to in-

vestigate this effect and its potential benefits in more detail. 

7. REFERENCES 
[1] Aberer, K., Despotovic, Z., "Managing trust in a peer-2-peer 

information system," Procs. of Int. Conf. on Information and 

Knowledge Management (CIKM), Atlanta, GA, USA, 2001. 

[2] Daltayanni, M. de Alfaro, L and Papadimitriou, P., "Worker-

Rank: Using Employer Implicit Judgements to Infer Worker 

Reputation," Procs. of ACM Int. Conf. on Web Search and 

Data Mining (WSDM), Shanghai, China, 2015. 

[3] Davidson, S.B., Khanna, S., Milo, T. and Roy, S., "Using the 

Crowd for Top-k and Group-by Queries," Procs. of the Int. 

Conf. on Database Theory (ICDT), Genoa, Italy, 2013. 

[4] Dawid, A.P., Skene, A.M., "Maximum likelihood estimation 

of observer error-rates using the EM algorithm," Jour. of the 

Royal Statistical Society (JSTOR), vol. 28, no. 1, 1979. 

[5] Franklin, M., Kossmann, D., Kraska, T., Ramesh, S., Xin, R., 

"CrowdDB: Answering queries with crowdsourcing," Pro-

ceedings of the 2011 ACM SIGMOD Int. Conf. on Manage-

ment of Data (SIGMOD), Athens, Greece, 2011. 

[6] Hossain, M., "Users’ motivation to participate in online 

crowdsourcing platforms," Procs. of Int. Conf. on Innovation, 

Management and Technology Research (ICIMTR), Malacca, 

Malaysia, 2012. 

[7] Ignjatovic, A., Foo, N., Lee, C.T., "An Analytic Approach to 

Reputation Ranking of Participants in Online Transactions," 

Procs. of Int. Conf. on Web Intelligence and Intelligent Agent 

Technology (WI-IAT), Sydney, Australia, 2008. 

[8] Kamvar, S.D., Schlosser, M.T., Garcia-Molina, H., “The Ei-

gentrust algorithm for reputation management in P2P net-

works," Procs. of Int. Conf. on World Wide Web (WWW), Bu-

dapest, Hungary, 2003. 

[9] Kazai, G., "In Search of Quality in Crowdsourcing for Search 

Engine Evaluation," Proc. of European Conf. on Advances in 

Information Retrieval (ECIR), Dublin, Ireland, 2011. 

[10] Krieg, M.L,"A tutorial on Bayesian belief networks," Tech-

nical report in the Defense Science and Technology Organi-

zation publications (DSTO), 2001. 

[11] Lofi, C., El Maarry, K., Balke, W.-T., "Skyline Queries in 

Crowd-Enabled Databases," Procs. of Int. Conf. on Extending 

Database Technology (EDBT), Genoa, Italy, 2013. 

[12] El Maarry, K., Güntzer, U., Balke, W.-T., "Realizing Impact 

Sourcing by Adaptive Gold Questions: A Socially Responsi-

ble Measure for Workers’ Trustworthiness," Procs. of Int. 

Conf. on Web-Age Inf. Mgmt (WAIM), Qingdao, China, 2015. 

[13] El Maarry, K., Balke, W.-T., "Retaining Rough Diamonds: 

Towards a Fairer Elimination of Low-skilled Workers," 

Procs. of Int. Conf. on Database Systems for Advanced Appli-

cations (DASFAA), Hanoi, Vietnam, 2015. 

[14] El Maarry, K., Balke, W.-T., Cho, H., Hwang, S., Baba, Y., 

"Skill ontology-based model for Quality Assurance in 

Crowdsourcing," in Procs. of UnCrowd Workshop (at 

DASFAA’14), Bali, Indonesia, 2014 

[15] Liu, A.I.Q., Steyvers, M., "Scoring Workers in Crowdsourc-

ing: How Many Control Questions are enough?" Procs. of 

Adv. in Neural Inf. Proc. Systems (NIPS), volume 26, State-

line, NV, USA, 2013. 

[16] Mellouli, T. "Complex Certainty Factors for Rule Based Sys-

tems – Detecting Inconsistent Argumentations," Procs. of Int. 

Workshop on Functional and (Constraint) Logic Program-

ming, Wittenberg, Germany, 2014. 

[17] Nieke, C., Güntzer, U., Balke, W.-T, "TopCrowd: Efficient 

Crowd-enabled Top-k Retrieval on Incomplete Data", Procs. 

of Int. Conf. on Conceptual Modeling (ER), Atlanta, GA, 

USA, 2014. 

[18] Noorian, Z., Ulieru, M., "The State of the Art in Trust and 

Reputation Systems: A Framework for Comparison," Jour. of 

Theor. and Appl. Electr. Commerce Research, vol. 5(2), 2010. 

[19] Pearl, J., "Bayesian Networks: A model of self-activated 

memory for evidential reasoning," Procs. of Conf. of the Cog-

nitive Science Society, Irvine, CA, USA, 1985. 

[20] Pearl, J., "Probabilistic Reasoning in Intelligent Systems: Net-

works of Plausible Inference", Morgan Kaufmann Publishers 

Inc., San Francisco, CA, USA, 1988. 

[21] Raykar, V.C., Yu, S., Zhao. L.H., Valadez, G.H., Florin, C., 

Bogoni, L., Moy,L., " Learning From Crowds," Jour. of Ma-

chine Learning Research (JMLR), vol. 11, 2010. 

[22] Ross, J., Zaldivar, A., Irani, L., Tomlinson, B., "Who are the 

Turkers? Worker Demographics in Amazon Mechanical 

Turk," Tech. Report, Dept. of Information, UC Irvine, USA, 

2009.  

[23] Shortliffe, E.H., Buchanan, B.G., "A model of inexact reason-

ing in medicine," Jour. of Mathematical Biosciences, vol. 

23(3–4), 1975. 

[24] Stadler, F., "Induction and Deduction in the Sciences," 

Springer Netherlands, 2011.  

[25] Whitehill, J., Ruvolo, P., Wu, T., Bergsma, J., Movellan, J., 

"Whose Vote Should Count More: Optimal Integration of La-

bels from Labelers of Unknown Expertise," Procs. of Adv. in 

Neural Inf. Proc. Systems (NIPS), Vancouver, Canada, 2009. 

[26] Yu, B., Singh, M., "Detecting Deception in Reputation Man-

agement," Procs. of Int. Joint Conf. on Autonomous Agents 

and Multiagent Systems, Melbourne, Australia, 2003. 

[27]  Zheng, Y., Wang, J., Li, G., Cheng, R., Feng, J., "QASCA : 

A Quality-Aware Task Assignment System for Crowdsourc-

ing Applications," Procs. of ACM Int. Conf. on Management 

of Data (SIGMOD), Melbourne, Australia, 2015. 


